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To search our knowledge base for a solution or to log in to the Technical Support
portal and report a problem, go to sps.honeywell.com.

Honeywell International Inc. provides service for all of its products through service
centers throughout the world. Go to sps.honeywell.com and select Support to find a
service center near you or to get a Return Material Authorization number (RMA #)
before returning a product.

For warranty information, go to sps.honeywell.com and select Support > Productivity >
Warranties.
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Sl GET STARTED

This chapter introduces the Device Finder application and includes the following
sections.

* About Device Finder
¢ Online Mode/Macro Positioning Mode
¢ Offline Mode/Micro Positioning Mode

* Key Features Comparison

About Device Finder

Device Finder is an application that allow users to locate their lost or misplaced
devices and avoid productivity loss and unnecessary capital expenditure. It is
recommended to use the solution in conjunction with Honeywell's Operational
Intelligence tool for increased simplicity, flexibility, and accuracy.

This document provides information on how to securely set up the solution and
explains the different features available. Refer to the FAQ section to find answers to
most common questions.
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The Device Finder solution enables users with a Honeywell mobility device with the
app installed to track lost mobility devices based on either a Bluetooth beacon or the
locationing function in Operational Intelligence.

Note: Honeywell mobile computers with battery-based Bluetooth Low Energy (BLE) can
emit beacons during normal operation and even when the device is shut down until
the battery is drained completely.

o)
T I'\___;l Marking the devica as lost
5 Operational Inte!ltgence |
F % .’.a
- -
M = __-\‘-.- / -
N B
| 2 ] :rq, |
b

|
Coarse locationing

i

A LS T of Kl Genices It s Ll Kiown Tors and
shows o lo the mobde user who goes fo specied zone e 1 Marking as found

fred @ dovice O thae dervics i found the user acknowiedges

b eSS the Bumon and e status of he
st e gets changed as Acthe

._;.g._.

Liost devaoes

Fine locationing

The user reaches speched rore, Bhudooih hased fine
locationing is done and a Beep command i senl To lost
device i beep. The devece s found Finder device

Function Diagram
The Device Finder solution is offered in two modes to track and locate a lost device.

¢ Online Mode/Macro Positioning Mode using Operational Intelligence

e Offline Mode/Micro Positioning Mode using the Bluetooth beacon

This mode allows zone level tracking and locating of the lost device by leveraging
Operational Intelligence’s Indoor Positioning Service (IPS) technology.

Working Principle
e The mobility devices must be enrolled in Operational Intelligence to leverage
the IPS feature, which enable the devices to be tracked at zone level.

e Once the devices are enrolled based on the rules configured in Operational Intel-
ligence, the devices can be put into lost status manually. The last known zone
location is captured. You can use the Device Finder application in another exist-
ing Mobility Edge device and log into the Operational Intelligence account.
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¢ Upon login, the list of lost devices with last known zone location is accessible to
the user.

e To track a lost device, you can go to the last known zone location and select the
device to be tracked from the list.

e If the lost device is emitting Bluetooth beacons, it can be tracked, and the
Device Finder shows the approximate distance of the device in different colored
circles.

a. Green (Almost there)
b. Yellow (Moving closer)

c. Orange (In range)

¢ Once you are in the nearby range, click on the bell icon to ring the device so
that the device can be located. Apart from ringing, the device can be configured
to vibrate, flash the screen and toggle the flash light.

+ After the device is found, click on the Device Found button to set the device
back into active status in Operational Intelligence.

st dhevaces,

Firder device Fincler deaion iraciing @ kosi
device beacon

Online Mode
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Note:

This mode allows use of the Device Finder solution without Operational Intelligence
but reduces the chances of locating the device as zone level information is not
available, which increases the effort to search for a device in a broader area.

You must register the device with Operational Intelligence to use this mode.

Working Principle

Once the device is reported as lost, you can use the Device Finder application in
another existing Mobility Edge device (i.e., Finder device) to find the lost device.

You can go to the last known location based on the information given by the
user who lost the device.

Click the Search by ID icon, enter the serial number of the device to be located
in the search box, and tap Search.

If the lost device is emitting Bluetooth beacons, it can be tracked, and the
Device Finder shows the approximate distance of the device in different colored
circles.

a. Green (Almost there)
b. Yellow (Moving closer)
c. Orange (Inrange)

Once you are in the nearby range, click on the bell icon to ring the device so
that the device can be located. Apart from ringing, the device can be configured
to vibrate, flash the screen and toggle the flash light.

Fuufer desnce Finder devace

Leral vy

Offline Mode
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Feature Online Mode Offline Mode

Can be at a small zone level if
used along with Operational

Search Area Intelligence’s Indoor Large
Positioning feature.

Effort to Locate Minimum Maximum

Settings Via Operational Intelligence, .

Configurable EZConfig EZConfig

No, search by serial num-

Lost Devices List Yes
ber only.

Application Updates Remote update via Operational |Manual update via

Intelligence Provisioner or MDM
. L Ring, Vibrate, Screen flash, Ring, Vibrate, Screen flash,
Physical Indications |, Hlight Flashlight

Operational
Intelligence Required Not Required
Registration
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CHAPTER ONLINE SEARCH MODE

This chapter explains how to use the Device Finder application in Online Mode. The
chapter includes the following sections:

e Log into Operational Intelligence
¢ Device Management with Operational Intelligence

¢ Filter Device

e Track Lost Device

Locate Lost Device

Marking the Device as Found

Error Screens
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The following requirements must be met to log into the Device Finder app in online
mode:

e Users must have an account in Operational Intelligence. User accounts must be
created by the Op Intel administrator.

¢ The finder device must be connected to Wi-Fi.

Launch the Device Finder app by tapping the icon on the device home screen then
enter the email address used in Op Intel and tap Continue.

= Device Finder
Honeywell | Opintel

Login using your ocrganization email

| Continue ‘

Operational
Intelligence

Operational Intelligence Sign In
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= Device Finder Device Finder

n
Honeywell a Microsoft

username@organization.com Usermanmed organiZation. com

Enter password Approve sign in request

ﬁ Open your Authenticator app, and enter
Password ~ the number showm to sign in

Forgot my password 87
Sign in with another account
Sign in No numbers in your app? Make sure to

upgrade to the latest version

For assistance, please contact
Honeywell IT Helpdesk. Thank you

For assistance, please contact
e Honeywell IT Helpdesk. Thank you

Operational Intelligence Sign In Operational Intelligence Sign In with MFA

Enter your password for Op Intel and tap Sign In.
OR

If your site uses Multi-Factor Authentication (MFA), open the Microsoft Authenticator
app and enter the number displayed in Device Finder to continue logging in.
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Device Finder

Honeywell
username@organization.com
Stay signed in?

Do this to reduce the number of times you are
asked to sign in.

Don't show this again

No Yes

For assistance, please contact
Honeywell IT Helpdesk. Thank you

15 of use

Stayed Signed In

Tap Yes to stay signed into the Device Finder app on this device or No to be signed

out of the app after closing it.

Once you log into the Dashboard, you will be able to see the devices in the site and
their respective zone. The State column indicates if the device is Active or Lost.
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Operational Intelligence Dashboard

On successful login, the Device Finder application lists information on lost devices
and their last known location from Operational Intelligence.

The Search by lost status screen displays all devices in an organization that have the
status as lost.
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= Search by lost status Q —* Presstofilte

Devices to be found (8)

VM3A_1930361395 —— Presstotrac
VM3A1930361395 )
lakshmihome

lakshmihome

CNB0_18291DFO1A
CNB0O18291DFO1A )
lakshmihome

CT40_20014B192E
CT4020014B192E >
BSNLFTTH - Tc:a9:6b:37:8d:15

CNB85_19037D8062
CNB519037D8062 >

lakshmihome

VM1A_18034DB18E
VM1A18034D818E o = Press to refresh the list

i H
Search Search Search
by lost status by ID by site

r a device in list

k and locate device

Device Finder Application Interface
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Search by ID

Use the Search by ID screen to locate a device by searching for the serial number.

Enter the serial number of the device then tap the Search button.

— Search by ID

Type serial number to search for
your device

1234567894

SEARCH

nTa TT
22 i E :h
vil - -

Search Search Search
by lost status by ID by site
Search by ID
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Use the Search by Site screen to view the devices associated with a selected site.

SiteOne

Search
by lost status

Search by site
g
Mo devices found
There are no devices found, Verify
devices located in your site and try
again.
TRY AGAIN
1IN
Search Search

by 1D by site

Q

Search by Site

Select the Search by site screen then select a site from the drop-down list. All devices
associated with the selected site will be listed along with the distance information.
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= Search by site Q,

Test Organization

Devices out of range (74) -

CT60_17305D8079
EditedMobile device_lubmi >

CT45_213498765B
EditedMobile device_Sqk02 >
" —

CK65_1926TDB3CO
EditedMobile device_upkje >

CT40_20204B30B8
EditedMobile device_10g41

VM1A 18034DB1BE

z B

Search
by site

Search

by ID

Search
by lost status

= Search by site

Test Organization
Devices out of range (74)

Devices within range (1)

CT4020014B192E

! CT40_20014B192E
BSNLFTTH - Tc:a9:6b:37:8d:15

= B

Search
by site

Search
by ID

Search
by lost status

Devices out of range

Devices within range

Expand a list to view devices out of range or devices within range.

The model, serial number, alias name, and zone location are displayed for each device.
If the zone is not known, "---"is displayed.

Devices within range displays the color indicating the device's distance (green for
close range, yellow for mid-range, or red for long range).
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You can filter the lost devices based on Device Model, Serial Number or Location.

¢ In the Device Finder application, click the search button at the top right corner.

* Provide the Model/Serial Number/Location of the lost device to be filtered in
the search bar shown below.

CNE0
SN: 1725008182 >

Device Finder Search Bar

For devices enrolled in Operational Intelligence, you can track the device using either
the signal from the Bluetooth Low Energy beacon (BLE) to move closer to its location
or by using the network signal to make the device buzz.

Select a device from the list of lost devices and go to the last known zone location.
After you select a device to find, the app indicates how close you are to it based on the
strength of the BLE beacon.

When you use the application for the first time, an information screen pops up as
shown below. You can select the “Don’t show again” option and then click the “GOT
IT” button to go to the tracking screen, or you can click the “X” icon at the top right
corner to skip this step. The green circle on this screen does not indicate actual
proximity to the device.
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Device in range

rwillturn g olor as
and you will be able to

buzz the device through the bell icon,

Information Screen

In online mode, the Device Finder tracking screens for Search by lost status and
Search by site have two sections. (In offline mode, users can only access the Search
by ID screen):

e The BLE section indicates if the app is detecting the BLE signal and how close
you are to the lost device.
e The Network section indicates if the lost device is on the network and

connected to Op Intel.

When the finder device is in range of the lost device or the lost device is connected to
the network, the BUZZ DEVICE button will be active in that section. Tap the BUZZ
DEVICE button to cause the lost device to make an audible signal so that you can
locate it.

To use the Network-based alarm, both devices must be onboarded to Op Intel and in
Connected status, and both devices must be connected with Wi-Fi.

The following table shows possible options when tracking a lost device.
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Description

l l CTH5-12 34567804

MARK DEVICE AS FOUMD

Metwark

1y
)

BLE: The app is picking up the BLE
signal from the lost device.

Network: The lost device is connected
to the network and in Connected status
in Op Intel.

£ CT45 Rugged Device
'I CT45-1234567 804

MARK DEVICE AS FOUND

MHetwork

BLE: The app is picking up the BLE
signal from the lost device.

Network: The lost device is connected
to the network and in Connected status
in Op Intel; however, the finder device
does not have Wi-Fi. The BUZZ DEVICE
button is inactive under Network.
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View

Description

<

He

CT45 Rugged Device
l l CTa5- 1 2 3056 TR

MARK DEVICE AS FOUMD

twork

BLE: The app is not picking up the BLE
signal from the lost device. Click TRY
AGAIN to search for the BLE signal.

Network: The lost device is connected
to the network and in Connected status

in Op Intel.

BLE

MARK DEVICE AS FOUND

Searcheng devico

BLE: The app is not picking up the BLE
signal from the lost device. In this
example, the user has clicked TRY
AGAIN, and the app is searching for the
BLE signal.

Network: The lost device is not
connected to the network.

Device Finder User Guide
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View

Description

< CTa4s Rl.:;r;-'ri Device
II CTa5-1 23456 TA9A
MARK DEVICE AS FOUND

Network: The lost device has been
located and is making an audible

signal.

Press STOP BUZZ to turn off the alarm
on the lost device.

Press MARK DEVICE AS FOUND to
update the status of the device from
"Lost" to "Active" in Op Intel.

The three colored circles are:

a. Green (Almost there)
b. Yellow (Moving closer)

c. Orange (In range)

When you start tracking:

To help you move in the right direction toward the lost device, the tracking system is
enabled with messages in the form of three different colored circles indicating how
close the finder device is to the lost device.

» If the finder device is far but still in the range that it receives the beacon from

the lost device, then an orange circle is shown with the message “In Range.”
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e If the finder device is moving away from the lost device, an orange circle is
displayed with the message “Moving Out of Range.”

o If the finder device moves towards the lost device, then a yellow circle is dis-
played with the message “Moving Closer.”

e If the finder device keeps moving towards and reaches the proximity of the lost
device, then a green circle is displayed with the message “Almost There.”

* When the finder device is very near to the lost device, the green circle displays
the message "Very Close."

£ Dalphin CT40 L4 Dralphin CT40 Dalphin CTa4D
19018B3ESC 19018B3E9C 12018B3ESC
Cubicle 3220 Cubicle 3220 Cubicle 3220
O
>
in Range Maoving Closer Almost There
DEVICE FOUND DEVICE FOUMD DEVICE FOUND

Device Finder Status Screen
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Depending on how far you are from the lost device, the BUZZ DEVICE button or the
bell icon at the center of the circle might be inactive. When the bell icon is inactive, it
has a slash through the icon as shown in the below image. This indicates that there is
no communication link established between the finder device and the lost device.

Moving out of range In range

Communication Link Status

¢ Once the communication link is established, either the BUZZ DEVICE button or
bell icon will be enabled.

* Once the bellicon is enabled, click on the icon to ring the device so that the
device can be located. Apart from ringing, the device can be configured to
vibrate, flash the screen and toggle the flash light.

Note: The ringing will stop automatically after one minute, and you need to tap the button
or bell icon again to ring it.

* The ringing can be stopped from the finder device by pressing the STOP BUZZ
button on the Search by lost status and Search by site screens or the bell icon
on the Search by ID screen.

e The ringing can be stopped from the located device by tapping the notification.

# BeaconTransmitler

BeaconTransmitter
Found Device Sop Ring ing

Beacon Transmitter Screen
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After the device is found, tap the DEVICE FOUND or MARK DEVICE AS FOUND button
to set the device back into Active status in Operational Intelligence.

{ Dalphin CTS40 < Dalphin CT&0
19018B3E2C 19018B3ESC
Cubichs 3220 Cubsiche 3220

DEVICE FOUMND DEVICE FOUND

Device Found Screen

Once the found device is updated as active in Operational Intelligence, the device gets
removed from the list of lost devices, and the State is updated to Active.

i Foneyest | Oprrational e % | ST
€ 9 C 0 8 sacsdchonsmwelomsse : - 2at o @ :
Honeywell peratsonal Intelligence d@ s : W
Mobile Computers [k Add enobils computers = Bulkedit [ Export
[
m EP

Operational Intelligence Screen
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Error Screens
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Lost Network

The following message will be displayed if the network connection is lost while in the
process of finding a lost device. Once the network connection is re-established, click

on the Refresh button to continue.

250 OB P &

r:____) Cannot proceed without network.

Network Error Screen

Device Not Found Error

If you try to search a lost device without being in the zone/range of the lost device, an
error is shown as below suggesting to move to a different zone.

3 0 [0 1:08AM

Device Not Found
Please verify the Serial Number or

try moving to another area

Device Not Found Error Screen
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Lost Device Connection Error

The below error screen is displayed on the finder device if you move out of range of
the lost device.

257 OB P B

< Dalphin CT40 X

Issues connecting

19018B3ESC We are having issues connecting to the
Eublcle 3220 device, you are close, follow the color
indicator and try ta find the device
within a 2m range

Maving out of range

BACK TO DEVICE LIST
DEVICE FOUND TRY AGAIN

Lost Device Connection Error Screen
Internet Connection Error

The following screen is displayed if there is no network connection.

= Search by site Q

Connection error
There was a problem connecting

to thie cloud. Varify intarmat
connectivity and try again.

i B
SEarch Goanch L
by BBt S1AMLE by 10 by site

Connection Error Screen
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Operational Intelligence provides reports on Lost and Found devices to track how
often devices are being lost and found in a given time period. The reports include
devices that were set to Lost status in Op Intel and devices that were marked as
Found by a user in the Device Finder app.

To access the report, log into Op Intel and select Event Reports from the main menu
then select "Lost and found devices" as the report type. Filtering options can be
applied to search for only lost or only found devices and to define the time period
included in the search.

For more information on reports, refer to the Operational Intelligence user guide
available at sps.honeywell.com.
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CHAPTER OFFLINE SEARCH MODE

This chapter explains how to use the Device Finder application in Offline Mode. The
chapter includes the following sections:

e Device Management in Offline Mode

¢ |ocate Lost Device

e Error Screens

¢ Toggle Between Online and Offline Mode

Device Finder User Guide 27



Device Management in Offline Mode

This mode allows the use of the Device Finder solution without Operational
Intelligence. It reduces the chances of locating the device as zone level information is
not available, which increases the effort to search for a device in a broader area.

28

Note: To use offline mode without requiring Op Intel login, configure the OlAuthentication
setting to bypass the Operational Intelligence login screens.

Once the device is reported as lost, you can use the Device Finder application in
another existing Mobility Edge device (i.e., Finder device) to find the lost device.

You can go to the last known location based on the information given by the
user who lost the device.

Launch the Device Finder app and log in.

Upon login, click the Search by ID icon, enter the serial number of the device to
be located in the search box, and tap Search.

= Search by ID
Type serial number to search for Searching Device
your device
1234567894 -

SEARCH

sra
a0

i
2t

Search
by lost status

H

Search Search
by ID by site

Search by ID
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e If the lost device is emitting Bluetooth beacons, it can be tracked, and the

Device Finder shows the approximate distance of the device in different colored

circles.
a. Green (Almost there)
b. Yellow (Moving closer)

c. Orange (In range)

LY Dolphin CT4D

12018B3ESC
Cubicle 3220

In Rangs

DEVICE FOUND

< Dalphin CT40

19018B3E2C
Cubicle 3220

DEVICE FOUND

< Delphin CT40

12018B3E9C
Cubicle 3220

Device Finder Status Screen

Once you start tracking the lost device, the bell icon at the center of the circle might
be disabled (striked off) as shown in the below screen. This indicates that there is no
communication link established between the finder device and the lost device.

Moving out of range

In range

Communication Link Status

¢ Once the communication link is established, the bell icon will be enabled.

Device Finder User Guide
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¢ Once the bell icon is enabled, click on it to ring the device so that the device can
be located. Apart from ringing, the device can be configured to vibrate, flash the

screen and toggle the flash light.
Note: The ringing will stop automatically after one minute, and you need to click on the bell
icon again to ring it.
e The ringing can also be stopped from the finder device by pressing the bell icon
once you locate the lost device, or it can be stopped from the located device by
tapping the notification.

# BeaconTransmither

BeaconTransmitter
Found Device Stop Ringing

Beacon Transmitter Screen

Note: The “Device Found” button is not available in Offline Search mode in the Device
Finder application.
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Error Screens

Device Not Found Error

If you try to search a lost device without being in the zone/range of the lost device or
if you enter a wrong serial number, an error is shown as below suggesting to enter a
correct serial number or move to a different zone.

Device Mot Found

Fleasze verify the Serial Number or

try moving 1o another area

Device Not Found Error Screen
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Lost Connection Error

The below error screen is displayed on the finder device if you move out of range of
the lost device.

257 OB P B
< Dolphin CT40 X
Issues Conr‘lectlng
19018B3ESC We are having issues connecting to the
Cubicle 3220 device, you are close, follow the color
indicator and try ta find the device
within a 2m range

Maoving out of range

BACK TO DEVICE LIST
DEVICE FOUND TRY AGAIN

Lost Connection Error Screen

* “TRY AGAIN” will try to search for the same device again and redirect to the
tracking screen.

e “BACK TO DEVICE LIST” will navigate to the offline search screen where you can
enter a different serial number.
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Toggle Between Online and Offline Mode

If there is no internet connectivity after the launch of the Device Finder application,
the app displays the following message:

Mo Metwork

Please check your network
connection.Connect to network and

try again

EXIT TRY AGAIN

No Network Message

e If you want to switch back to Search by Lost Status/Search by Site mode, you
can select the menu option available at the bottom of the screen.

e If you are in Search by Lost Status/Search by Site mode and want to switch to
Search by ID, you can select the Search by ID option at the bottom of the

screen.
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Search by 1D

Type serial number to search for
your device

Toggle Screen
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CHAPTER

This chapter explains how to install different components of Device Finder. The
chapter includes the following sections:

¢ Install Beacon Transmitter Service
¢ Start Beacon Transmitter Service
e Install Device Finder Application

e Launch Device Finder Application

Overview

The Device Finder solution is a combination of two system components, Beacon
Transmitter service and Device Finder application.

Beacon Transmitter service emits beacons at an interval of one second. These are
connectable beacons which broadcast model number and serial number of the device
in which it runs. It is a background service which can run on all devices that need to
be tracked and by default it is turned off.

Device Finder is an application which finds lost devices via scanning and tracking
beacons emitted by devices running the Beacon Transmitter service.

SSClient

SSClient is the Op Intel agent and is used to configure mobile computers that are
onboarded in Operational Intelligence. To use the Device Finder alarm feature in
online mode, devices must have a version of the SSClient.apk greater than
5.12.03.0227.

The following maintenance releases (MR) include SSClient version 5.13.00.0001 and
can be used directly with Device Finder:
MR23 P(A09), MR19 Q(A10), and MR14 Hon660 R(A11).

Android versions and maintenance releases higher than these will include the
required SSClient version.

For earlier Android versions, SSClient version 5.12.03.0227 must be installed on the
device. The SSClient apk can be downloaded from honeywell.com/PSSsoftware-
downloads under Software > Software and Tools > Device Management > SSClient -
Operational Intelligence.
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The BeaconTransmitter.apk needs to be installed on all Mobility Edge devices which
need to be tracked. This section explains on how to update Beacon Transmitter on
Android Pie MRO8 OS or higher and on Android Oreo MR25 OS or higher.

For support on earlier releases, refer to Miscellaneous information.

You can install the Beacon Transmitter service via the following methods:

¢ Operational Intelligence
e Enterprise Provisioner
* Autoinstall

* Adb Command

Update the apk using software update procedure and transfer the

“BeaconTransmitter.apk” to Mobility Edge devices on which Beacon Transmitter
service needs to be installed.

e Log in to Operational Intelligence and go to the Software Updates tab.

= Honeywell Operational Intelligence Organization: Test Organization @ s Online :1: M
Il Dashboards
. Software
[7 Assets v
Updates History QE - s e
—_— nterprise Provisioner [§c1 Upload software
586 Items =
Admin v =
UPDATE NAME ELIGIBLE MODELS O COMPATIBLE VERSIONS VERSION FILESIZE RELEASE DATE & TYPE
B Reports 43 'l
0S-FULL-PIE-MR8 CTe0, CT40 Not available 8800080111  1466.08 MB 08/24/2020 11.... 2
% Tools A3 Provisioning bundle Aug 21-Anil-doc Any Eligible Device Not available 11 403B 08/21/202021 Configuration ...
Provisioning file : ePass.pdf Any Eligible Device Not available 11 198.64 KB 08/21/2020 21. Application file

Operational Intelligence Screen
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e Click on Upload Software to update Beacon Transmitter. Select File Type as
Application (Apk file).

g X |+ = s}

Beacon Transmitter Update Screen
e Upload FMD.xml to cloud.
e Select File Type as Device Configuration file.

Note: FMD.xml can be exported from Enterprise Provisioner (EP). Refer to Export FMD.xml
from Enterprise Provisioner.

Upload FMD.xml Screen
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Export FMD.xml from Enterprise Provisioner

Go to Software Updates and click on Enterprise Provisioner at the top right corner of
the screen as shown.

C Oy & cpeationabnbelgenoe honepasiloom, sssets update

Ilum-ywrl Ciperational Intsligence

Software

AT

Operational Intelligence Screen

In Enterprise Provisioner, select Operational Intelligence Apps for the Device settings
package.

Honepend | Opsrsbonsl indelig: M 0 Roragws] Deoce Frovionrg X o

& v @ spoperationalinbelbgenos bonepwiloom, maihimi Rokens ejihbGo B MOV ey MW o CMm | he VS Swd KR GR b GRAGDINe. & O B B

Honeywell Cpaationalinssligence Appt ()
rings Provisloning Bar Codes

MD EndoorPoditioning RulssIngine Modified

Enterprise Provisioner Screen
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Go to Settings > FMD > FMDTransmitter. Enable Start Or Stop Service.

Honeywell Operaticnalinteigence Apps_y2 cg-

Settings Provisioning Bar Codes

FMD IndoorPositioning RulesEngine Modified

Q search . EMD o |
FMD :

@® EMD FMDTransmitter (v)
I Start Or Stop Service o @ o I

=
Primary RSSI@ 1M -59 | 0 o o
120 -10
|
Secondary RSSI@ 1M =61 | o o o
-120 -10
Tx Power Level | Hgh £ 200
Beep 9 o o
. Vikwara | A MM

FMD Transmitter Option

Go to Export Options, select FMD and click on Export. This exports the FMD.xml to

your PC.
Hesutywl | Cypbiobirl Belinge & BP Firmperd Drcwr Pty % 4 - a
[ s | B DD e e el AL D 1L PR MY O o ey T L a3 ST D 0T ey P it 5 v o a5 ot R P Y I P S S T A T T 0 » e
File Honeywell Cpwiicni
rt Export Options
I:q-mlhpmmdaldllﬂnlﬂ |l.hld|-r|:.ll|
mport -
Provisioning
estore Defaulis
Taaks
references Senings Opions
Nizards |1 oy iy i morrchefat niae
tp Settings
|5 o
g teF st
Pudgplrgeg.
Eermn f {endsiony  Promeciaemers  Comisclh © 2019 Honeywell International Inc.
Export Options
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Export DeviceConfig.xml from Enterprise Provisioner

Select a MR bundle related to the OS and select DeviceConfig. Change the settings as

below.

¢ Enable Bluetooth

¢ Set the location mode to High accuracy

Honeywell
B Device

9 Personal

B system

I Honeywell Settings
D Other settings

Honeywell | Operational Intellige X

P Honeywell Device Provisioning X +

C (Y @& epoperationalintelligence.honeywell.com/main.htmi?token=eylhbGciOUIUzl 1NilsnRScCIBIkpXVCI9.eylIbWFpbClsim 1 heXVyaSSwdXRjaGFrYXInbGFAAGIUZXBZWx.. ¢ 1 & 6O

‘WiFi

—

HONGG0 [87-88].00.08

Bluetooth

Bluetooth enabled @

Bluetooth device name

<
Ethernet (v] |
More (v] |
N J
e 5
Device o ‘
‘ Personal (v] ‘
Location o ‘

Location mode | High accuracy

Bluetooth and Location Settings

Go to Export Options, select DeviceConfig and click on Export. This exports the
DeviceConfig.xml to your PC.

[Export

mport

kerver
Wizards

lelp

feestore Daefaults

references

Expaa Opdaad
Lxpert Selectall Urcelet all

Prowisloning

Setrings Options

iy i . Pt e

Seltings
Fstony ehiwelin
Catery Opfimie
Busj Rimeielie oo

Tiats Colbiemiein Sarichi

Dyt 3 it Cagitrw
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Note: To upload Deviceconfig.xml to cloud, follow the same steps as Upload FMD.xml to

cloud.

Create a bundle in Enterprise Provisioner

Device Finder User Guide

Go to Software Updates and click on Enterprise Provisioner at the top right corner of
the screen as shown.

st Irie PR = a
2 O #  cperationalnbelgence honepesiloom, sssets update - B 8 &% = e
Honeywell  Cperationsl irteligence R R L)

Software
v

oAy v ML RAOCHLE CORATLr I VSSONE s PR ERLEAEE DATE Ty

Operational Intelligence Screen

In Enterprise Provisioner, click on the Provisioning Tab and select Choose cloud files.

Herwporell | Gpesstioeslbtelg: B 0 Soropens Devor Frovsgeeyy &8 4 = =

G O & spopetionainbiigencsotrymlloom main hmifcben = sy G CuLin | HikinkS VL Ly S oIl T he VS Swe R GR I GRAMGRD .. & B B B
Honeywell =

Provisioning tatks Provisioning files

I Clear sl taskn - - —
ihocas Sies [l Chocss cloud e al

Factry tassl dirich

[ — [
o T | Drop provisioning files here

britlnation Path: | sdcard) Downioad

Tasks creaved: 0

Provisioning Tab
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Select FMD.xml, Beacontransmitter.apk, Deviceconfig.xml files and click on IMPORT.

Herrywill | Dpsiteosal bdilipe X 0P Fovorert Dreor Prneiadesy & + - a

2 )  § quepcsdchoneywslloomymain bl Foken s eyl hbGoOUILITT R sinE S ol MilopORC 1L ey AT DM | el yaS Swd ORGP rnOhb G ARG SuI I TW sl mblvh Siimd T 0 O» B
e S 18

Search fof Nikes

Name Description MIME Type (o} Size  Created
FMD ami FD i iedtmihon-gevice-Confiy  S3406108-TH9-£300-5900-a30403c D15 1370 JulB, 20306
BeaconT ransminer apk BeaconTransmitien_ags_104 ApphCaton -hon-apk SETCONZ-0646-4350 5006-TESObC430e 2084510 JulB, 20306
DewviceContg xmi DeviceConfig omi tedemihon-device-Confiy  G308e17C-ab0t4438- 2003 ETIeeEEEE 54268 JulB, 20306

Indoo ocationSran Senvice-Tekase apk  INGOOESENng apk for Dubail 0evicesssssss applcation/-hon-apk A5c40eES CRES-£Te4-00T4-BE1E0ACSTATE  JAS4EI0 JulB, 20301

S5Ckent-dutai-release apk kunafiestssclent apphcation/c-hon-apk-sschent  ScadoedB-ac9E-4775-5059-0T 155550710 6223043 Jul B, 20201

| S5Chent-dutai-release apk testapk apphcationsc-hon-apk 08cTSI0c-bee-4942-0097-PCIGCATERCHe  J622I0M3 JulB, 20201

RubesEngne xmi bad-pattery-re-ani-atest juiy T tdamihon-device-Lonfly  EO7ERSCI-EME-ALN-a5652- Frabazdoc G Jul T, 202013

| RutesEngne xmi Battery- Fullcapacity-aert textmmihon-device-confiy  7abaoc04-Seda-46eT-B3Ch-2067 Iceblal 369 JulB, 030 T

X¥4R ilR R

[Showing 1 to 16 of 408 files ¥ nZJd&E?S.‘B 10411 12 {13 14 {15716 {17 |18 | 19 | 20 | Mext

R e
CANCEL IMPORT
——

Import Screen

Once Imported, three tasks are created in Enterprise Provisioner. Arrange the tasks in
the sequence shown below.

rorpel | Upppang vl W WP Forayepl Qe Provpanrng M *

O {1 i e vy 0a s s m P e L BT B AT P R P b i S D g P G T T o S o O » 8

IF By Pt b
] T—— Fog] Jul B 2020 1.27A406 106 TG40
—3 g Pl 65 P kB E50h-a 20402 c4hil5
IE} BeaconTransmister: jul 8, 3020  Z.08546Tcd02-0646-4350
L -lFi 645 PN MBShEE [T aSdbc 2832
B nevics Jul B, 2020 543743031 Te-abii 4435 anhi-
| DeviceConfigaml ooy kBETZeeBI3RBER

Pestinaiion Path: ‘edceed/Doesndod

Tasks created: 3
| crowink | Dgpndal | colapead | Dalewad (]

Application packape (APK) | BraconTransmiticr.apk.

Septings  DeviceConfkgxmd
Serings  FMDuoxmd

Import Sequence
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Navigate to Export options, select Tasks and click on Export.

Hagtaall | Dparstaiesl baplge 2 BF borwimed Dewie Ppriaensy X = a
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Export Options

et [ | )

ppar

pstore Defaults

Provisioning
references [ Tosk |
Vizards Settings Options
elp [ 1 only o in -ttt |
Setrings
(mno |
| | Py |
[ Rt |

Export Bundle

Provide a desired name for the bundle and click OK to create the bundle.

> ¢ O ) i il htmi ok IhbGEOUIUZI NilSINRSCCISIRpXVICI. 2y IBWF pbOIBInBoYWSpad Jpc2huY S SsYWSrYLIBab2 SleXdibGwuY29tiwiaWFdljo... & [« 3 e H
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[Description:

BeaconTransmitter_Bundle

File: FMD.xml

CANCEL

Name the Bundle
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In Operational Intelligence, select the BeaconTransmitter_Bundle and click on the
Update option in the toolbar.

> C O

Honeywell

Honeywel | Operational In

x €D Honeywell Device Provisioning X -+

@ operationalintelligence.honeywell.com/assets/updates

Operational Intelligence

Software

Updates

504 Total | 1 Selected
A uromENanE & ELIGIBLEMODELS compaTBLE

BeaconTransmitter_Bundle Any Eligible Device Not available

ligible Device Not available

igible D

vailable

Any Eligible Device Not available

Any Eligible Device

@ Update
VERSION RELE; - TYPE
11 07/08/2020 1905  Configuration fil

Organization; [ Test Organization B« onine

g Enterprise Provisicner 5 Upload saft

Configuration fil

Update Bundle

Device Finder User Guide



Select the devices and click on Update to push the bundle to the devices.

3 C O & opentionalinteligence honeywellcom/asse

op @ Ingexot andeoic-re

oy b Test Runs - Jama S arfactory-nahone.. % Confluence

SCHEDULE UPDATE

1 Update Selected

.~ Configuration /" Devices

" Schedule 4 Confirmation

Update Name: FMD.xml

Version File Size

Release Date
11 L24KB

07/08/2020 18:35

Schedule

Immediately Applied

c o

& operationalintelligence honeywell com/a

* B a»Q:
o Q) e ol sidiondi anitiry. & T = ° H H " o
Honeywell Operational Intelligence = ——

Software

Updates

Software Updates

L3 Enterprise Provisioner (53 Upload software

546 Total | 1 Selected

Mobile computars commen config

Operational Intelligence Screen
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To install the Beacon Transmitter service through Enterprise Provisioner:

Go to Enterprise Provisioner > Provisioning > Create Task > Application Package (APK)
(Generate barcode) > In Source Path Option > Add URL to download the apk from the
server location - http/ftp.

To autoinstall the Beacon Transmitter service on a device:

e Turn on Provisioning mode manually through Settings > Honeywell Settings or
MDM.

* Use one of these options to copy the apk file to
\IPSM Card\Honeywell\Autolnstall or
\Internal Storage\Honeywell\Autolnstall

e Manually connect to the system and enable File Transfer mode
* Mobile Device Management (MDM)

« Enterprise Provisioner > Provisioning > Create Copy File Task

¢ Reboot the device.

To install the Beacon Transmitter service through Abd Command, use abd install
BeaconTransmitter.apk.
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Start Beacon Transmitter Service

To start Beacon Transmitter Service with Operational Intelligence in Enterprise
Provisioner, you must configure FMD.xml and enable the start option.

e In Enterprise Provisioner, select Operational Intelligence Apps bundle for Device
settings package and navigate to FMD.

¢ Go to FMDTransmitter > StartOrStop Service > Enable.

e Go to Export options, select the application whose xml needs to be imported.
Choose FMD and click the export button to generate and download the con-
figuration file to your PC.

monayand | Oparaticasl intelige M BF vorayer] Devca Provioreg. W o

C O @ gaepcsc honmwell com,man il Robme b ROV ey AT e m T R - I - )

Enabie Transmiming bearons in chargirg B o009

social Distancing L

Enterprise Provisioner Screen
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Log in to Operational Intelligence and go to the Software Updates tab.

5 Upload software

fit

TYPE

= Honeywell Operational Intelligence Organization: Test Organization @ s Online :1:\ M
l, Dashboards
. Software
[7 Assets v
Updates History
— [ Enterprise Provisioner
[J software Updates
586 Items
} o Admin N
UPDATE NAME ELIGIBLE MODELS O COMPATIBLE VERSIONS VERSION FILESIZE RELEASE DATE &
B Reports 43 =
0S-FULL-PIE-MR8 CTe0, CT40 Not available 8800080111  1466.08 MB 08/24/2020 11....
% Tools A3 Provisioning bundle Aug 21-Anil-doc Any Eligible Device Not available 11 403B 08/21/202021
Provisioning file : ePass.pdf Any Eligible Device Not available 11 198.64 KB 08/21/2020 21.

Application file

Operational Intelligence Screen

Click on Upload software, select File Type as Device Configuration file and up
FMD.xml file.

load the

I Upsdute marmn

Lampalile veris

Upload FMD.xml Screen
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Push FMD.xml to Devices

Select the FMD.xml file and click on Upload.

[reywell | Operational Intellig

c O

< v

% BP Honeywell Device Provisioning

Honeywell Operational Intelligence
hboards

Software

Upda
Jtware Updates —
nin e

UPDATE NAME &

arts ¥

FMDxml

tion_Bundle

x|+

& operationalintelligence honeywell.com/assets/updates

ELIGIBLE MODELS £

y Eligible Device

COMPATIBLE VERSIONS

Not available

Organiza!

VERSION 2 *

11 124KB
123KB
4908

RELEASE DATE % TYPE

07/08/2020 16:3T C

@

07/08/2020 20:3¢
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Update Bundle

Select the devices and click on Update option in the toolbar.

c 0

Honeywell | Operational Intellige X

Y Op:
Dashboards
kssets

Softwars Updates

admin v
Reports v
Tools v

Intellig:

Seftwars > BeacanTransmitter Bundle >

P Honeywell Device Provisioning

x| +

BeaconTransmitter_Bundle

Version

45 Total | 1 Selected

A auwst
CT6018273D81D0
CTe017251DF038
CT4019023B2106
CT6019103D8B1ET
EDA5119054B6507
CT4019085B0CE8
CT6019210D8136
CT6018131D80T1
CTe017320D8004
CT4020067B5C34
CT4020015B1198

CT6018116D8291

File size
11 6268

MODEL &

Dolphin CTE0

Dolphin €T50

Dolphin CTA0

Dolphin CT&0

ScanPal EDASL

Dolphin CT40

Dolphin CT60

Dolphin CT&0

cTe0

Dolphin

cTa0

Dolphin

Dolphin CT40

Dolphin CT&0

@ operationalintelligence.honeywell.com/assets/updates/devices/5f05¢cb549032e60006d3ef5f

Release date
7/08/2020 19:04

CURRENT FIRMWARE VERSION

8601194

86.0.11.94

86.0.24.179

8601194

Unknown

880675

86013108

86019140

84.0.20229

88.0.8.110

88.0.0D.665

8601194

Copyright © 2020 Honeywell Intemational Inc

Configuration file

Organization:|_Test Organization

SITE &

/4 Test Organization

/ 4 Test Organization

/ # Test Organization

7/ Test Organizati

/Test Organization / Prod RV Test

Organization / Prod RV Test

® a % UnO
& oo @

@ update
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This screen appears once the file is pushed to the device.

SCHEDULE UPDATE

Bundle Pushed to Device

To enable EZConfig, launch Power Tools from All Apps menu and then launch
EZconfig.

In EZConfig, click on = at the top left corner.

il B &G i
= EZConfig

Tap Scan button of press Scan key 1o read
configuration barcode

EZConfig Application
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Select Generator and open FMD.xmL

M =B

& EZConfig Files

EZConfig Files

In FMD settings, navigate to FMDTransmitter then select StartOrStop Service and
enter the value as 1.

o6 B & B

< EZConfig Editor

& FMD
@& Tool Version
& FMDTransmitter
Standritop Service
Tx Powier
Beap
Vibrate
Flash Light
Screen Light
FhMDDrection
= Comiman

Start or Stop Service

Navigation in FMD

Device Finder User Guide



52

Click on Save and then Update Configure.

Sl padEkiny ot 19 charbcbirs hid
allywed

Save Settings

Beacon Transmitter service notifies that the application has started transmitting

beacons.

- N
+ BeaconTranamitter

em—

BeaconTransmitter Service
BeaconTransmitter Service started

E Prgnvigicining Mode

Provisioning Mode enabled.
Tap to disable

Beacon Transmitter Notification
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You can install the Device Finder application (BeaconDirection.apk) on existing
Mobility Edge devices which can be used to track and find lost devices.

Install the Device Finder application via one of the following methods.

To install the Device Finder application, update the BeaconDirection.apk and
DeviceConfig.xml as described in the section “Install Beacon Transmitter Service”
using the software update procedure and pushing the bundle through Operational
Intelligence.

Note: Instead of BeaconTransmitter.apk use BeaconDirection.apk for the Device Finder
application installation.

To install the Device Finder application through Enterprise Provisioner:

Go to Enterprise Provisioner > Provisioning > Create Task > Application Package (APK)
(Generate barcode) > In Source Path Option > Add URL to download apk from the
server location - http/ftp.

To autoinstall the Device Finder application:

e Turn on Provisioning mode manually through Settings > Honeywell Settings or
MDM.

* Copy the apk file to \IPSM Card\Honeywell\Autolnstall or
\Internal Storage\Honeywell\Autolnstall using one of the following methods:

¢ Manually connect to the system and enable File Transfer mode
* Mobile Device Management (MDM)

« Enterprise Provisioner > Provisioning > Create Copy File Task

e Reboot the device.

To install the Device Finder application through Abd Command, use abd install
BeaconDirection.apk.
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Launch Device Finder Application

,.-’l'

Click on to launch the Device Finder application on the finder device. If internet
connectivity is available, a login screen will be displayed. If there is no internet
connection, you will receive a pop up on your screen to connect to the internet.
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CHAPTER CONFIGURE AND MANAGE

This chapter explains how to configure the Device Finder application by editing the
FMD.xml configuration file from Operational Intelligence. The chapter includes the
following sections:

¢ Configurable Settings in Beacon Transmitter Service
e Common Configurable Settings

e Configure Settings in Enterprise Provisioner via Operational Intelligence
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Configurable Settings in Beacon Transmitter Service

FMD.xml has the following configurable options:

* Honeywell Device Provisioning - a X
= |  Enterprise Provisioner |  Device settings package:  opeatonainietigence sons._s (%)
u
Tx Power Level  Han (2 600
Beep 6 0 0
vibrate [_] 000
Flash Light 600
Screen Light [ | 000
Enable Transmitting beacons in charging 6 O O
Write Serial Number to Second Ble [ 600
Write Device Model to Second Ble [ 000
& FMDDirection (/]
Scan time for range 120 600
) social Distancing °
() commen /]

Settings in Beacon Transmitter Service

Start or Stop Service

Use this setting to start or stop Beacon Transmitter Service.
Possible values are:

¢ 1 to start the service

¢ O to stop the service.
Default Value
0

Primary RSSI@ 1M

56

Use the slider to set the value for the setting. Move the slider towards right side to
increase the value and move the slider towards left side to decrease the value.

The valid value ranges between -120 and -10.
Default Value
-59
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Use the slider to set the value for the setting. Move the slider towards right side to
increase the value and move the slider towards left side to decrease the value.

The valid value ranges between -120 and -10.
Default Value
-61

Set the Transmission Power by selecting a value from the drop-down list provided.
Possible values are:

e High

* Medium

e Low
Default Value
High

This setting will ring the lost device when the bell icon is pressed in the Device Finder
application from the finder device.

Possible values are:

e 1 to enable the ring

e Oto disable the ring
Default Value
1

This setting will vibrate the lost device when the bell icon is pressed in the Device
Finder application from the finder device.

Possible values are:

¢ 1 to enable the vibration

¢ O to disable the vibration
Default Value
0
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Note:

This setting will turn on flash light on the lost device when the bell icon is pressed in
the Device Finder application from the finder device.

Possible values are:

e 1 to enable the flash light
¢ O to disable the flash light

Default Value
0

This feature is only applicable for devices that support camera flash light. For devices
without this feature, the values O or 1 will not have any impact.

This setting will flicker the screen on the lost device when the bell icon is pressed in
the Device Finder application from the finder device.

Possible values are:

¢ 1 to enable the flickering
* O to disable the flickering

Default Value
0

This setting allows you to enable or disable transmission of beacons based on the
device power state.

You can set the value as 1 to enable transmitting beacons and O to stop transmitting
beacons in charging mode.

Possible values are:

¢ 1 to enable transmitting beacons

¢ O to disable transmitting beacons
Default Value
1

Device Finder User Guide



This setting writes the device's serial number to the second Bluetooth Low Energy
beacon. Applicable only for devices with second BLE.

Possible values are:

¢ 1 to enable writing the serial number to the second BLE

e O to disable writing the serial number to the second BLE
Default Value
0

This setting writes the device model to the second Bluetooth Low Energy beacon.
Applicable only for devices with second BLE.

Possible values are:

e 1 to enable writing the device model to the second BLE

e Oto disable writing the device model to the second BLE
Default Value
0

This setting configures the scan time in seconds to find the range of the device.
Valid values range from 1 to 300.

Default Value

120
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OlAuthentication

This setting determines if the user must log in with Op Intel credentials or if the Op
Intel login screens are bypassed.

Possible values are:
e O to require Op Intel Authentication
e 1 to bypass Op Intel login screens
Default Value
0

Note: The lost devices that are displayed on the Search by lost status tab depend on
the setting for OlAuthentication.

¢ When OlAuthentication is set to 1, the Search by lost status tab will display all
devices that are marked as lost, have location details, and are in the same Site
as the finder device.

¢ When OlAuthentication is set to O, the Search by lost status tab will display all
devices that are marked as lost, have location details, and are in the same
Organization as the user's last Op Intel login.

Common Configurable Settings

Following are the common configurable settings between the Device Finder
application and Beacon Transmitting service.

=Rl T TR k) S Tt N ) [} £

@0 8 g csichn

I8 Blofrdieell (Rl rnaisnal =

Common Settings
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Pass Key

This option is used to set a Pass Key for a secure communication over the Bluetooth
network between the finder device and lost device. A maximum of 19 characters are
allowed for the Pass Key and it will be stored in an encrypted format.

If you do not provide a value for the setting, the device will use the default value.

Show Notifications

This setting allows you to disable application generated notifications.
Set the value as 1 to show notifications and O to hide notifications.
Default Value

1

Configure Settings in Enterprise Provisioner via
Operational Intelligence

To configure settings through Enterprise Provisioner:

¢ Open the Enterprise Provisioner application on your computer.

¢ Go to File > Import > Load > FMD.xmL

 Honeywell Device Provisioning a X
= | Enterprise Provisioner | Device settings package: OCpetionalinteligence Apps_v4
Tx Power Level = Hiah o o o
Besp ® 00
vibrate [ 200
Flash Light o 00
Screen Light || 000
Enable Transmitting beacons in charging 00
Write Serial Number to Second Ble || 2 00
Write Device Model to Second Ble || 00
FMDDirection (]
Scan time for range 120 00
Social Distancing (]
Common (]

Configure Settings via EP

e Configure settings as required.

e Export the XML to push to the device or generate barcode and scan.
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CHAPTER

ADDITIONAL INFORMATION

This chapter explains how the Device Finder application handles different scenarios
like Bluetooth ON/OFF, Network ON/OFF, and Exit Application. The chapter includes
the following sections:

Bluetooth ON/OFF in Device Finder Application
Network ON/OFF in Device Finder Application

Back Key Press/Exit Application in Device Finder
Bluetooth ON/OFF with Beacon Transmitter Service

Find Version Details
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Bluetooth ON/OFF in Device Finder Application

If the Device Finder application cannot find network connectivity upon launch, it will
redirect to Offline Search mode.

If Bluetooth is off after launching the application or if Bluetooth is disabled while
tracking a lost device, you will receive a pop up prompting you to enable Bluetooth.

Bluetooth not enabled Bluetoath nat enabled

You need 1o enable Bluetooth o ¥ou need 1o enable Bluetooth to
find lost device, Please click on QK find lost device. Please click on OK
button to enable Bluetooth or Cancel bastton 1o enable Bluetooth or Cancel

button to exit application Button to exit application

CANCEL  OK i

Bluetooth OFF at Launch Bluetooth OFF while Tracking
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Network ON/OFF in Device Finder Application

If the Device Finder application cannot find network connectivity upon launch, you
will receive a pop up on your screen to connect to the internet.

If network connectivity fails while loading the login page or while signing in, you will

receive a pop up to choose to either refresh the page or switch to Offline Search
mode.

741 B & @M@

Select Refresh to reload the screen
after checking proper internet
connectivity or select Offline Search
to go to Manual search screen.

EXIT REFRESH

Network Unavailable while Signing In
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If there is no network connectivity while fetching the list of the lost devices from the
cloud, you will see the below screens.

= Search by lost status =

Wifi is not available Please enable wifi
amd refrash

Laarch
By lpsd stafus

Internet/Wi-Fi Unavailable

If you try to switch from Offline Mode to Online Mode without a network connection, a
message will be displayed asking you to check the network connection and try again.

— Search by ID

Type serial number to search for
your device

Intemet nol available, Cross check your
Intemet connectivity and than try signing
again

by ot stabus byiD by sitg

Network Unavailable While Switching Modes
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Back Key Press/Exit Application in Device Finder

You can press the Back key in the Login screen/Lost devices list screen/Offline
search screen to exit the Device Finder application.

To make sure the user really wants to exit the application and has not pressed the

Back key by mistake, a confirmation message is displayed as shown in the below
figures.

Note: Pressing the Back key in other screens will take you back to the previous screen.

Exit Application Exit Application Exit Application
Are you sure you want to exit the Are you sure you want to exit the

Ari you sune you want 1o oexil the

application? application? application?

Back Key Press Functionality

Device Finder User Guide
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Beacon Transmitter Service is a background service without any user interface. All
updates and events are shown as notifications. If Bluetooth is turned off when Beacon
Transmitter Service is active, then you will see the below notification.

07:22 i ] 0 100%

Tue, Apr 28 EL

Tue, Ape 28

X Ok .039@?

. BeaconTransmitier
% BeaconTransmétter

Bluetooth Disabled
Bluetooth Enabled BeaconTransmitter Service Stopped as it needs
BeaconTransmitter Service restarted Bluetoath

Pleaze tum on Bluetooth

Beacon Transmitter Notifications

Version details for the Device Finder application can found by tapping the three bars
at the top left corner of the screen.

Device Finder Version Details

To find the version details of Beacon Transmitter Service:

Go to Power Tools > Diagnostic Information > System Info > BeaconTransmitter.
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< System Info -

Beacon Transmitter Version Details
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CHAPTER

This section provides answers to some common questions about the Device Finder
app. For specific information about the Honeywell mobility device you are using, refer
to the device user guide or data sheet available at sps.honeywell.com.

1. What will happen if my lost device is in sleep mode?

You can still search and ring the device. The lost devices will send Bluetooth
beacons even when it is in sleep mode.

2. What will happen if my lost device is switched off?

Devices with battery based BLE will continue to send beacons until the battery
is fully discharged, so for the user carrying the Device Finder application, there
won’t be any difference if the lost device is on or off.

3. How long does the lost device send the BLE beacon after it goes into shut-
down?

The hardware beacon will run on the super capacitor and will send the beacons
up to ~5 days.

Refer to the specifications for your device to determine if it has battery based
BLE, which has the ability to send beacons until the battery is fully discharged.

4. What is the battery consumption of the Beacon Transmitter Service?

Battery consumption is very low, approximately 0.02%/hr during sleep and
0.11%/hr during normal operation.

5. What is the difference between CT40XP and CT40 Beacon Operation?

Beacon (?peratlon Main Battery Main Battery for 2nd BLE
Information

CT40 > 3.2V (Prim BLE) N/A

CT40XP > 3.2V (Prim BLE) 3.2V-2.815V (2nd BLE)
B.eacon Operational > 12 hrs 5 days

Time
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6.

How secure is our connection?

Any connection and data exchange related to Device Finder will only happen
between the lost device and the finder device if they have the same pass key.
This ensures that only authenticated devices are connecting with each other.

What will happen if the pass key is different in the lost device and the finder
device or if a pass key is pushed from the cloud while a lost device is switched
off?

If the pass key does not match, no communication will happen between a lost
device and the finder device.

Devices will be able to communicate using up to five previous pass keys. This is
designed to cover scenarios where the lost device switches off or gets
disconnected from the network and then the pass key is updated.

Does Device Finder handle Bluetooth Replay Attack?

A Replay Attack occurs when a hacker eavesdrops on a secure network
communication, intercepts it and fraudulently delays or resends it to misdirect
the receiver into doing what the hacker wants. In this case, it can listen and
resend the payload.

Device Finder handles Bluetooth Replay Attack by generating a unique key for
each connection, which means every connection will have its own unique
random key. If hackers try to copy raw payload data from a connection and
resend, the attack will fail.

Note: For additional information on securing an Android device, refer to the Android
Network and Security Guide available at sps.honeywell.com.

9.

10.

11.

12.

How accurate is the Range Calculation?

Range may get impacted by things like being in between walls or near
computers, tables, etc. That is why distance ranging circles are shown, which
will not mislead users.

Can | only ring the device when | am in the Green Circle?

No, you can ring the lost device as soon as your bell icon is enabled no matter
which circle you are in; however, ringing will be more audible when you are in
the green circle, i.e., near a lost device.

What configurable options are available?

You can configure pass key, transmission power and actions to be performed
when a lost device is found like Ring (default) , Vibrate, Flicker Flash Light,
Flicker Screen Light, etc.

Which devices/0S Versions are supported?

The following Mobility Edge devices are supported with Android 9 or
higher: CT30 XP, CT40 XP, CT45, CT45 XP, CK65, CT47.

The following Mobility Edge devices are supported with Android 8 or higher:
CN&8O, CT40, CT6e0, CTe0 XP, RT10A, VM1A.
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13. What are the MRs supported in this feature?

Refer to the table "OS Comparison " on page 76 from Miscellaneous information
for MR information.

14. Where can | get the Device Finder Apk?
To download the latest version of the Device Finder Apk:

¢ Go to honeywell.com/PSSsoftware-downloads.

* Navigate to Software > Software and Tools > Locationing Solutions.
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APPENDIX MISCELLANEOUS
INFORMATION

This chapter explains how to install different components of Device Finder for
releases prior to Android 9 MR0O8 and Android 8 MR25 on Mobility Edge

devices and for Android 9 MR17 on ScanPal EDAG1K devices with Operational
Intelligence.

The chapter includes the following sections:
¢ OS Comparison

¢ |Install Beacon Transmitter Service for Earlier OS Releases

* Install Device Finder Application for Earlier OS Releases
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Note:

Note:

For devices on Android 10 and higher, the Device Finder app is verified on all

maintenance releases (MR) for all supported devices.

The following table provides information on version requirements for devices

on Android 8 and 9.

CN8O, CN85, and
CK65)

commonES needs to be
upgraded 9.00.00.6345.

For MRO4 and below -
Not supported.

Devices Android 9 Android 8
e For MRO8 and above - e For MR25 and above
No commonES upgrade - No commonES
Mobility Edge needed. upgrade needed.
Devices (CT40,
CT45, CT6O, For MRO5 to MRO7 - e For MR24 and below

- CommonES needs
to be upgraded to
8.01.05.6410.

ScanPal EDAG1K

For MR 17 and above -
No commonES upgrade
is needed.

For MR 16 -
CommonES needs to be
upgraded 9.02.01.5918.

MR 15 - Not supported.

For Android 9 releases prior to MRO5, the Operational Intelligence method
update is not possible as the Provisioner in earlier MR does not support
Operational Intelligence bundle download.

It is advised to use the OTAs which support the Device Finder instead of
upgrading the commonES.
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Update the apk using software update procedure and transfer the
“BeaconTransmitter.apk” to Mobility Edge devices on which Beacon
Transmitter service needs to be installed.

Log in to Operational Intelligence and go to the Software Updates tab.

Honeywell  Operational Intelligence Organization: Test Organization W sonine @ M

u Dashboards

- Software
b Assets v
Updates History GE . taa Erovt o Ublsadsoftes
e n v ; software
) s Ut erprise Provisioner [|75 Uploa ar
586 Items =
3 Admin N
UPDATE NAME & ELIGIBLE MODELS 'COMPATIBLE VERSIONS VERSION O FILESIZE RELEASE DATE ¢ TYPE
B Reports s ']
0S-FULL-PIE-MR8 CT60,CT40 Not available 8800080111 146608 MB 08/24/202011:.. De 3
% Tools v Provi bundle Aug 21-Anil-doc Any Eligible Device Not available 11 403B 08/21/2020 21 Cor

Provi file : ePass.pdf Any Eligible Device Not available 11 19864 KB 08/21/202021 Application file

Operational Intelligence Screen
Click on Upload Software to update CommonES package to cloud.

Select the File type as CommonES Package, Device type as Mobile Computers,
and enter a name in the Update name field as below.

¢ CommonES for Pie: 9.00.00.6345
¢ CommonES for Oreo: 8.01.05.6410

@ (0 & opestionalinteligence honeywelleom/assers/updat @ &

UPLOAD ASSET

Device type Device models Optiona

File type Update name

Version Opt Compatible version Opt

Upload Asset

BROWSE FILES

Beacon Transmitter Update Screen

Click on Browse Files and select files to upload.
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C {y @ cperationalinteligence haneywellco

UPLOAD ASSET

Compatible version Opt

Upload Asset

FILES

RESET FILE

Upload Screen

CommonES file will be updated in the Updates tab.

Honeywell  Opertional Intalligence oo

Software

Softwars Updates

Operational Intelligence Screen
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Click on Upload Software to update Beacon Transmitter. Select File Type as
Application (Apk file).

Beacon transmitter Update Screen
Upload FMD.xml to cloud.
Select File Type as Device Configuration file.

Note: FMD.xml can be exported from Enterprise Provisioner (EP). Refer to Export
FMD.xml from Enterprise Provisioner.

Upload Screen
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Export FMD.xml from Enterprise Provisioner

Go to Software Updates and click on Enterprise Provisioner at the top right
corner of the screen as shown.

W ek ® a4 = P
@ cperationalinbelgence honeesloom, assets update = 3 8 a O n8
Honeywell  Operationsl Irtsiigences UL Faeit St @
Software
s
ositmare Lipdstes e—
Toary o asra o

Operational Intelligence Screen

In Enterprise Provisioner, select Operational Intelligence Apps for the Device
settings package.

----- werll | Oparaticnal ntelige ¥ 0 Forapesd Drvce Provncnrg % - O
2 1t @ epoperationalnbeligenos honeywelloom,/main himifoken s ey b GoOUR i T HisinR R pNC IS ey IEWFpbOHm he VS Swd i RaGh G RaGuDI e o O % B
Honeywell
[ings Frovisloning Bar Codes
MD EndootPedltioning RubssEngine Modified
=

Enterprise Provisioner Screen
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Click on FMDTransmitter and enable Start Or Stop Service.

Heeywed | Cpetionalioielie M 7 kornoeed Deate Povionng N o - a

O Q- B spopaabonaktsiaghsdh honmull oo, maes bimi Pskonn sy bl 1 B B AT P iy P NG ol 1 P Oy B DO S W I L W1 VA 1 = Y

Honeywell

MD | indoorPoiiticning  RubnBngine  Modified

e FMD o
P 7
5 Fan FMDTransmirer L]
) IMDTransmitzer r !
Start Or $top Service i SiantOr Stop Service o006

Defule: @ ]
a
Carrent: 1 Tx Power -5% | ﬂ m

Soclal Distancing A0 10

- 000
600
600
seren g 600

Enahle Tranamittisg beacons in charging ﬂ 0 o
Imak Condivons  PrbmocSmmen)  Cacscriy & 2019 Honeywell International i

FMD Transmitter Option

Go to Export Options, select FMD and click on Export. This exports the
FMD.xml to your PC.

Hedgyad | Opivbaeal bielge X BP Focwpert Dode Py & 4 - o
O £ epoperaonabnesienon Rl O, i hi 10 -6 DGOOAILIE | Hehlnd STV MWF OIS SRR IR GFGR DDA o & B
ile Honeywell Dpseatinaing
Export Options
fxport i
egen | opeamana | e | cassea |
mport 3 =
Provisioning
estore Defaults
[ Tonta
references Senings Options
Wizards | oty b i ms it simte
tlp Settings
I | ne :I
| derPrstinning
|| Pulsafnging
Eerma fh Copdiiemn  PrcvSmiewens  Comiss Ly © 2019 Honeywell International Inc.

Export Options
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Export DeviceConfig.xml from Enterprise Provisioner

82

Select a MR bundle related to the OS and select DeviceConfig. Change the
settings as below.

¢ Enable Bluetooth

e Set the location mode to High accuracy

Honeywell | Operational Intelige X €@ Honeywell Device Provisioning X + -

c v @& ep.operationalintelligence.honeywell.com/main.htm|?token=eyJhbGeiOiIUzl 1NilsInR5cCI6IkpXVC)9.ey)IbWF pbCl6Im1heXVyaS 5wdXRjaGFrYXIhbGFAaGIUZXIZZW... ¥ [w I e

Honeywell

-

[P Device WiFi (v)
1

B Personal

B system ‘ Bluetooth (v] ‘
D Honeywell Settings

IO Other settings Bluetooth enabled M o 0 o

Bluetooth device name ° o o
5 N
Ethernet (v]
More (]
- - - Al
Device (/] ‘
| Personal (v] ‘
P N
Location o

Location mode M’ ° o o

Bluetooth and Location Settings

Go to Export Options, select DeviceConfig and click on Export. This exports the
DeviceConfig.xml to your PC.

Export T e

mport Expast Optant
Restore Defaults s St R
Prowisioning

references T

w2
Berver

Setmings Oprions

Wirards (i Rl 5 P bl
felp Setrings

[ T

Batery Ciplimicer
Pori Amiuan i o
Tisin Codlasciion Serdce

[namperetie . Cints Cagiirn

Export Options
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Note: To upload Deviceconfig.xml to cloud, follow the same steps as Upload FMD.xml
to cloud.

Create a bundle in Enterprise Provisioner

Go to Software Updates and click on Enterprise Provisioner at the top right
corner of the screen as shown.

Honepwell | Operationsl Intelige X | =4 = [}
= O O @ operationalintelligence honeywell.com/assets/updates o @ 8 o » 8
eywell Operstionall t e o
Dasrbom, o5
Software
Updates
Saftware Updates —
a4 Items
w
UPOATE MAME 3 ELMUBLE MOOELS COMEWTIBLE VERSIONS wERSION 3 PLE e O DELEASE DATE & TveE o
& w
FaAD xmL Any Evgitie Device Mot avaiatie K8 s

Operational Intelligence Screen

In Enterprise Provisioner, click on the Provisioning tab and select Choose cloud

files.
Fitraiyorll | Cpeaaal inligr K 10 Homwpord Opowr Proepoessy 60 i g
C O 8 spopestonmnbillgenosiommywloomman el Moken -y = | kbR e OV Py W DS 1 o S S S DR P Y S A % B » ﬂ
Hﬂﬂ‘Bml PR Cn DD
Provisioning tasks Provisioning files
I Claar st | ( _ r
! Checae ey [l Cheose cloud foes [l Delemead )
[ e ke ; [ttt -2,
Diipweriond Bt o ot e [
b e Drop provisioning fles here
ainatiea Path: [ sdcard) Dovenlcad
Tasks created: 0
[=——
Provisioning Tab
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Select FMD.xml, Beacontransmitter.apk, Deviceconfig.xml, and
Honeywell_CommonES_Android_Engineer_<version>.zip file as shown below
and click on IMPORT.

fomeyerd [ Dprraboealioteli: W B koerjr! Drocr bovnomeg B o - a
0 0§ ssopenborbntelagencs honssmedl com . biml okoms sy oo Ryl 1 sl S BV F s S phl i Bhae's 1SS BL mEubm VT SRt o d Teh L « | E
oe Size: 16

Hame Description MIME Type o

FRAD i FRAD xmi feadrummd feon desyace- ot Abatic el Sepe Ldir bl ) Bl ab0ba]5iSh
DevatmCong aml DevimCanngam et - £ e WS TR TR M S T
Beeacon Teansmimat ik [ IR i P SN0 S 2650780 TG b A
Henyinsl_GommenES_Ananed_ Engindtd_I00 006312 CommalS_Pie I PO SOMPORE 1 el 1 2 R B RS EIT T
Heonaywel_CommonER_Andoi]_Engrees_ 800 008 mp CommeaEE e £1400 B oty a0y Commones. oSBT Re T 4 be RiA SADE 1 50084
30170043 _SECRrt ON-T e gk AP T P - echen] B THOR0-Dra SF AT SRERdA T EY

e TS UL A0 T R e

4|25 28127 |26 20 30 |32

el m

Import Screen

Once imported, four tasks are created in Enterprise Provisioner. Arrange the
tasks in the sequence shown below.

oy | Cpeatere el 0 L L s " &+
T 8 e st P e gt = g B P i . 0y PR il o, gy PR P A L e &
x Wati-ER
DrstineSon Fe e L e 1

Tasks created: 4 =
i Devbreleslly oml

e tash | Eapeand B8 | e wd | Bl ()

_-:_- 5o sl D stanering-de bug apk

Serings  FAIDom)

Setings  DevieeConlic sl

Application paciape LAPK)  BraconTranapnitter debur apk.

Foltvaie updete Hopernwdl]_ Commanls Andiodl Lhgire-

B Looelmeds  Jre gy Ligigey L © 2019 Homeywedl Inlermat

Import Sequence
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Create Task "Delay"”

Click on the Task tab and enter 60000 ms (i.e., 60 seconds) for Delay.

Application package (APK) | SocialDistancing-debugapk

Application package (AFK)  OperationalintelligenceRulesE.

Application package (AFK)

BeaconTransmitler apk.

Porpyead Dpca Frovacreng B [ Hosayest | Opersscrat bmalice W | 4 - a
o0 W PO sheonulind slganon. horsysesl ooy s St Tosten s iy it Decd RSOV My IWT pEl i ham VI DA o VUL Fubm Ve lhwbm Wil 1 (w] ﬁ
Honeywell TR

Soltware update | Honeywell CommonEs_androbd_Engine
Delay
u Fisboot Totk | nisspeise Favset Tonk |
Dy ]|
D000 H
fmidCondern oy Busimesl  Lootaiy © 2019 Honeywell Inbernational Inc.,
Create Task

Rearrange the tasks as shown in the following image.

Note: For Android Oreo, the Delay task creation is not applicable. So, the Delay task is

skipped for Android Oreo from the below sequence.

frviirea otk ol L Do &

Tasks created: 5

e | gl & | = Y [T

e
K
L

Software spdade  Honeywell Comments Androsd Enggines

Dellay 0000
Applicacion package LAFID  BracoaTransmimer aph

Seftingy  DeviorCondly xml
Srings

FAlkxml

it | el iy W ] cew o lena = - -
B o e B gyl 4 g, s At Mg g oy B 5 # - &
(=0 - T g
Honeywel )

|:I' D el Sl Ll

Seper bk Dnintd n g e b api

Lk ConliSers  Friowh Buwtesd  Cammed Dy

i TN Horeepwell Ir'.l:-rmmq

Rearrange Tasks
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Navigate to Export options, select Tasks and click on Export.

Haoyust | Cpostirad batlige X BF itmpmed Dpoie Pty X - o

o ) guepceikichonewelloomrsin St ot sy hi UL | RinS St MO Py AT pbC s e O e O s G G G Tl & B B B

R RN e W T

Settings | Provisiosing  Barcodes | EXpOCt
[xport

Export Options

st [ | o]

fipart

pstore Defaults

Frovisioning
references [ Tosta |
Vizards Settings Options
elp [ 1 oyt i et it |
Settings
(mno |
| owrPasning |
(1 g |

Export Bundle

Enter a desired name for the bundle and click OK to create the bundle.

cC o @ v Il htmiZtoken=ey hbGeOUIZ TNISIRSCCIBkpXVC I ey lbWF pbOIBInBYWSpadipc2haVSSSTWSHYUBch2SleXdibGwur 20tlimiaWolio.. & % O & » @

3 Apps @ Indexof android-re. O scPamitsctory @Y TestRuns-JamaSo. O artifactory-nahone. & Confuence @ FMD artitactory  [Hj Moneywet | Operati. M) Honeywelt | Opeceti [ ASCHto Mex| Text . <it Operaticaal ntellig

[Description:

BeaconTransmitter_Bundle

File: FMD.xml

GANGEL

Name the Bundle
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In Operational Intelligence, select the BeaconTransmitter_Bundle and click on
the Update option in the toolbar.

R B Homyesl Beven Brmaeey W + - a
3 O {f | 8 opsurtonsntelgenchoreywsloom & 4 4 0 n 8
Hanganplll | Ops st isisigense parian —_— o .

Software

Update Bundle
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Select the devices and click on Update to push the bundle to the devices.

elligence honeywell.com/asse

& Test Rur

SCHEDULE UPDATE

1 Update Selected

./ Configuration

Update Name: FMD.xml

Version File Size
11 L24KB

Schedule

Immediately Applied

@ Uan@:

./ Devices /' Schedule 4 Confirmation

Release Date
07/08/202018:35

Push Bundle to Device

@ index of sedivichie Arttacrory. @ Test®
Honeywell Operational Intelligence

Software

Updates

Software Updates

546 Total | 1 Setected

Mobile compatars commen config

on Ua»@:

= v @ P H H rooer . B
— —
L& Enterprise Provisloner 3 Upload software

CJ Launch Update X

Operational Intelligence Screen
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Install Device Finder Application for Earlier OS
Releases

To install the Device Finder application, update the BeaconDirection.apk and
DeviceConfig.xml as described in the section "Install Beacon Transmitter
Service for Earlier OS Releases" using the software update procedure and
pushing the bundle through Operational Intelligence.

Note: Instead of BeaconTransmitter.apk use BeaconDirection.apk for the Device
Finder application installation.
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